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1 Introduction 

1.1 Purpose of Document 

This document provides an overview of the CRVSNOW architecture from a technical perspective. 

The technical solution architecture is concerned with the structure of the system and how it meets 

the technical needs of Registries around the world. 

1.2 Background 

CRVSNOW is a modern Java web application, using Angular for the core user interface, Spring 

components for infrastructure and Hibernate for persistence in association with an enterprise grade 

relational database and a NoSQL database. It uses several open source products to provide specific 

services and capability. 

1.3 Scope 

The scope of this document is the technical aspects of the Connected BDM product.  

1.4 Terms and Abbreviations 

BDM Births Deaths and Marriages or Civil Registration of Vital Events 

Channel  Different ways of interacting with the registry, e.g. Online, B2B 

CRVS Civil Registration of Vital Events 

CRVSNOW  CRVS System from CRVS Solutions available as SAAS 

Core Entry point for BDM staff to CRVSNOW 

EFTPOS Electronic Funds Transfer at Point of Sale 

ePublic  Entry point for the public to CRVSNOW 

eRegistry Entry point for external stakeholders to CRVSNOW 

ODS Operational Data Store 

POS Point of Sale 

RDD Register Document Database 

RDW Register Data Warehouse 
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2 Architecture 

The technical architecture must provide a system with excellent performance, be reliable, operate 

well in the cloud and have low support costs – all while providing very high levels of security. The 

technical solution is based on a combination of enterprise class products – predominantly open 

source, and the use of Java for the applications. This provides a modern three tier solution with 

distinct applications to support each user base – all of whom use a web browser to access the 

system. The diagram below shows the fundamental separation of applications and tiers of the 

system. 

 

Figure 1. High-Level Application Architecture for CRVSNOW 

Before further details of the technical solution is provided it is necessary to define the architectural 

drivers and the key requirements. 

2.1 Key Drivers 

The key drivers for the architecture and high-level design of the system are: 

• Data integrity and consistency – keep data in perpetuity 

• Ownership of the data always remains with the jurisdiction 

• Retention of all changes and history so that historical versions of Registrations are available 

• Ensure private and confidential information is only accessed for legitimate purposes 

• Maintain audit records of all access to the system and changes to data 

• Authentication, and fine-grained content-based authorization 

• Person centric capability to link all life events and participations to a person 

• Enforce data validation, override and access rules 

• Rules Engine to support changing and sometimes complex business rules 

• Templates to support flexible formatting of documents and certificates 

• Automation of key internal business processes 
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• State based workflow to support internal business processes  

• Exceptions for all workflow handled by user tasks allocated to users and teams 

• Certificate printing on tracked secure paper 

• Search and matching flexibility and performance 

• Electronic commerce, external web applications and channels 

• POS and EFTPOS capabilities - accept payments from the public 

• Reporting including scheduled statutory reports to other bodies including vital statistics 

• Data warehouse to support flexible analytics and reporting  

• Address validation where appropriate 

• Multi-jurisdiction Change of Name validation 

• Registration of external parties and self-management of their own users 

2.2 Technical Requirements 

The primary technical requirements that the architecture must support, both functional and non-

functional are described below. This is not intended to be complete, but it provides a concise list of 

what is deemed to be architecturally significant. 

• Provide an underlying technical platform that will grow and adapt to the changing needs of 

the business, over an extended period. 

• Provide online channels for external government agencies, commercial organizations, and 

other third parties to interact with the Registry. 

• Store many millions of historical images that have been scanned or photographed from the 

paper registers – these will be stored in an Image Repository which is a separate subsystem 

with an interface used by the Core system.  

• Provide the ability to store hundreds of millions of operational image documents (sent and 

received) that will be scanned by Registry staff or submitted by the public – in the Image 

Repository.  

• Manage workflow processes, work management, task tracking, etc. 

• Provide a configurable rules engine to manage business rules used for data validation, 

compliance checking, and process control. 

• Allow 3rd party reporting tools to perform ad-hoc reporting on the registry data warehouse. 

• Provide a point-of sale system to track and report payments.  

• Provide a limited offline capability such that applications can be submitted, and certificates 

can be ordered while the Internet is unavailable. 

• Provide a mechanism for remote data collection where no communications are available 

on site – synchronize data when return to central location. 

• Scale to meet future demands of the system. The Registry must maintain the system in 

perpetuity, but to provide some bounds the CRVSNOW system itself, it is expected to 

support 50 more years of operational data. 

• Use open standards, and technologies where possible. 

• Make effective and efficient use of AWS – evolving as new services are released. 



CRVSNOW 

Technical Solution Architecture   Page 6   

Version: 1.0 | Release State: Released  

Confidential | © 25 Feb 2019 CRVS Solutions Pty Ltd   

2.3 Security Requirements 

The system needs to be highly secure since its primary role is to manage private and confidential 

information. The specific high-level requirements are: 

• Support governance processes to prevent the fraudulent creation of a registration.  

• Provide appropriate security, auditability, and governance around access to the information, 

to maintain the confidentiality of this information. 

• Provide appropriate solution (in addition to access information) to differentiate between 

various roles, their privilege types and business functions access (i.e. Authorization Levels) 

• Support internal and external users of different types and categories – public, stakeholders, 

staff, other agencies etc. 

• Meet the relevant government security requirements. This is documented separately in the 

Security Architecture Overview document. 

• Use the security features offered by AWS to ensure that the system can handle threats and 

remain secure. 

2.4 Performance Requirements 

There are no explicit performance requirements other than the system being responsive, easy to 

use, and fit for purpose.   

This implies that: 

• The system shall have to meet “normal” expectations for a modern online application.  

• While specific requirements are not defined, the system is benchmarked on a specific 

hardware platform to set quantitative targets. 

• Search and retrieval performance are a primary concern, as this is the most common 

operation that is performed by the system. 

This means two distinct areas need to be considered: 

1. User responsiveness – enable users to seamlessly get the job done without feeling like they 

are waiting for the system - but complex operations can take a modest amount of time so 

there needs to be user feedback e.g. a spinner or progress bar. 

2. Processing throughput – which allows straight through processing to occur fast enough to 

deal with all the work in a timely fashion. This means matching documents and processing 

them within the day, creating reports overnight, and generating correspondence within 

minutes. 

The response times should be consistent with user’s expectations with the following representing 

suitable targets for testing purposes: 

User Operation Response Time 

in Seconds 

Logon < 5 

Simple Navigation < 0.2 



CRVSNOW 

Technical Solution Architecture   Page 7   

Version: 1.0 | Release State: Released  

Confidential | © 25 Feb 2019 CRVS Solutions Pty Ltd   

Simple Operation < 1 

Medium Operation < 5 

Complex Operation < 20 

Simple Search < 1s 

Complex Search < 20s 

 

Some operations are complex by their nature and require significant processing time. The user will 

be shown a spinner if the operation will take more than 1 second. For operations that consistently 

take more than 15 seconds then a progress bar should be considered, but it possibly means that 

an asynchronous operation would be more appropriate. 

For throughput testing a key metric is the ability to match at least 200 sets of documents per hour. 

This would support a country of around 10M people. The system can easily scale to support much 

higher processing rates. 

2.5 Availability Requirements 

A Civil Registry has deadlines to meet and there are disruptions to customers and backlogs to deal 

with if the system is unavailable for any extended period – more than 15 minutes. But the point is 

that while having a system that “never” fails is always ideal, Civil Registries do not operate in real-

time and can tolerate some outages.  

Because of these considerations the formal system availability requirement is 99.5% which means 

that it can be unavailable for 14.6 hours per year which in practice means that it can be unavailable 

for a few hours several times a year. This means that it doesn’t need to have high availability 

features and doesn’t need automatic recovery capability. This helps to keep the cost of the both 

infrastructure and the support and is more at the “best efforts” end of the spectrum for support. With 

modern infrastructure it is virtually inconceivable to have availability of less than 99.5% but 

guaranteeing more than becomes expensive. The definition of what “unavailable” means needs to 

be considered as well, since the Core system could be unavailable but ePublic and eRegistry could 

continue to operate. This massively reduces the impact of any outage. 

The business expects the system to be “highly available” without it necessarily having to meet the 

strict technical requirements of a HA system. Since much of this depends on the computing 

infrastructure and operational environment the system should be capable of: 

• Operating 24x7 with minimal downtime 

• Must be able to perform a system restart in less than 10 minutes 

• Have no intrinsic single points of failure 

• Ensure there is a reliable switchover when failure occurs 

• Detect a range of failures and report them to operations staff 

• Can allow for scheduled outages – including 2 hours weekly if needed 

• Should never lose any data 

• Always be able to take a payment 
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By its nature starting, or restarting, a system on AWS is not as simple as a locally hosted system. 

Depending on what is already in place it may be necessary to create all the instances, deploy all 

the systems, initialize the system, and possibly even run some specific checking or caching 

processes. All these take time but are all within the downtime requirements. The benefit is that AWS 

will always have working hardware available. In any case all these steps are automated. 

2.6 Reliability Requirements 

The reliability of the system pertains to the requirement to never lose data once it has been 

submitted by the user. This means ensuring transactional integrity of any updates and having 

multiple copies of the data to deal with storage system failure. Cloud based infrastructure provides 

a range of options to improve reliability, keep multiple copies of data, and ensure there is no single 

point of failure.  

2.7 System Sizing 

The system needs to be scalable and in theory should support any size of jurisdiction. But to put 

some bounds on the numbers the following can be handled using a standard modest server 

deployment: 

• 500 staff with around 200 users active at any one time 

• 20,000 stakeholders with around 500 users active at any one time 

• Handle at least 2000 registrations per day 

• Handle at least 2000 document matches per day 

• Handle at least 2000 applications per day 

• Print at least 2000 certificates per day 

• Store 200M registered events 

• Store 50M registered images 

• Store 300M participants 

• Store 300M operational images – can be archived 

Of course, with a scalable and expandable system – as is CRVSNOW – there are few fundamental 

limits to how much load the system can handle and how much data it can store.  

2.7.1 Sizing Metrics 

It is possible to calculate the storage and processing requirements for the deployed system using 

the following set if metrics. 

Metric Value Units Description 

Total Registrations to 
Population Ratio 

             10  times the 
population 

There needs to registrations for all the 
people who have lived in the jurisdiction 
in recent times. This can vary a lot 
depending on how far back to go (150-200 
years is common) and how the population 
has grown in recent times. 
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Registration per Year 
Ratio 

5% of the 
population  

Depends on birth and death rates but this 
is a common number. 

Person Register Record 
Size 

       2,000  Bytes per 
person 

Based on what the system uses including 
indexes. 

Operational Images 
Count 

              5  per 
registration 

Mainly POI images which are scanned.  

Size of Scanned 
Operational Image 

     50,000  Bytes Typical size of a scanned image since 
don’t need very high resolution. Taking 
photographs with a phone can lead to 
5Mbyte images which can be a problem. 

Size of Scanned 
Historical Image 

   500,000  Bytes Higher resolution scans to capture the 
detail from the older records and 
handwriting. 

Person Records per 
Historical Image 

            10   Historical images are normally written 
many to a page – can vary widely. 
Sometimes as few as 6. 

Transactions per 
Registration 

             10   The number of system level transactions 
needed to create a registration. 

Transactions per 
Population 

            0.1  per year The interactions with the citizens. 

Busy Weeks per Year              40   Load varies across the year. 

Busy Hours per Week              20   And across the week. 

Peak to Busy Ratio                3   System must handle peaks. 
  

  

Reports per day            100   Reports can take significant resources to 
run if they are complex. 

Data per report            0.2  MBytes Reports need to be stored and sent.   
  

Data out of AWS per 
Transaction 

     20,000  Bytes AWS charge for data going out into the 
Internet. 

Data out of AWS per 
Month 

             61  GBytes Much more traffic goes in than goes out. 

 

These metrics allow for calculation of processing loads and storage volumes for different jurisdiction 

populations. 
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Population 1,000,000     5,000,000   20,000,000 100,000,000   

Calculated Sizes

Annual Registrations 50,000           250,000       1,000,000   5,000,000        

Register Storage 20                   100 400               2,000                Gbytes

Register Storage Growth 0.1                  0.5 2                    10                      Gbytes per year

Operational Image Storage Growth 13                   63 250               1,250                Gbytes per year

Historical Images Storage 500                 2,500           10,000         50,000              Gbytes

Storage for 5 years 583                 2,915           11,660         58,300              Gbytes

Short term backup 24                   120               480 2,400                Gbytes

Long term backup 563                 2,813           11250 56,250              Gbytes

Working Strorage (OS/Logs) 100                 500               2,000           10,000              Gbytes

Calculated Load

Transactions per Year 600,000        3,000,000   12,000,000 60,000,000      

Transactions per Busy Hour 750                 3,750           15,000         75,000              

Peak Transaction Per Minute 38                   188               750               3,750                
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3 Solution Approach 

The high-level components that make up a CRVS are shown in Figure 3.  There are user interfaces 

for the different types of users: the public, registered or managed stakeholders such as hospitals, 

funeral directors, marriage celebrants, and legal representative; Core CRVS services covering the 

registry itself, operational support, and product and sales; the associated databases; and a range 

of supporting and integration services. 

 

Figure 2. High-Level Component Architecture for a Civil Registration and Vital Statistics System 

Each of these components or applications communicates with the other components using service 

interfaces—with strict control over access between them to ensure security. Modern systems can 

also make use of powerful open-source platform products that include application servers, user 

interface frameworks, databases, search engines, application programming interface management, 

analytics, and more. 

CRVS systems need to support various functions. Some common elements are: 

• Person centric, in that it can link all relevant records for an individual person 

• Ability to match individuals across life events where possible 

• Flexible, parameter-driven matching, with perfect unique matches, allowing for straight-

through processing  

• Use of dual and separate sources of information for birth and death registration 

• Support of different types of users (e.g., registrars, supervisors, managers, clerks, external 

users and stakeholders, administrators, the public) 

• Avoidance of entry of duplicate records 

• Cross-reference or check of information against external records 

• Validation of identity of users submitting information or applying for certificates 

• Support of explicit processes for corrections and amendments to registry documents. 

• Automation of reminders for follow-up activities, normally based on time limits being 

exceeded 

• Generation of management reports on data quality and completeness 
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• Ensuring that fine-grained access control is used and applies to reporting 

• Support and use of external data validation services 

• Generation and delivery of VS in a form suitable for external users and systems 

The points above provide an excellent high-level view of requirements for a CRVS. The UN 

Principles and Recommendations for a Vital Statistics System is a useful resource for describing 

the CRVS domain.1  

The system architecture is based on best practices for modern enterprise Java systems which 

includes the use of mainstream open source products. The system partitioning is designed to 

simplify development, support and operations by having separate runtime elements for different 

classes of users who do fundamentally different things. The Core Register is the system of record 

and responsible for the actual registry data. 

3.1 Building Blocks 

The system itself consists of a relatively small number of “moving parts” which is by design to 

simplify deployment and management. The building blocks for the system at the major component 

or application levels are defined in the diagram below. 

  

Figure 3. Building Blocks for CRVSNOW 

The user interfaces are written in Angular and run on the browser. They talk to an app server using 

a RESTful protocol. There are a set of general-purpose App Servers which have strictly limited 

access to products and services but can provide web services for functions they manage. They can 

                                                      
 

1 See https://unstats.un.org/unsd/demographic/standmeth/principles/M19Rev3en.pdf 
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also have their own local database for storing information they are in control of. The Core App 

Server is the master of the entire system and provides services to the general app servers as well 

as to Angular user interfaces. The Core App Server controls all access to the main registry 

databases. 

3.2 Components 

The diagram below shows the fundamental subsystems or modules that make up the system. 

  

 

Figure 4. High-Level System Architecture for CRVSNOW 

The interfaces between the components are generally obvious and aren’t all shown to avoid clutter. 

The interfaces between CRVSNOW developed components are generally web services, the 

browser uses SHTTP, the directory LDAP, and the databases use several data specific protocols 

including SQL and JSON. The separate systems for different types of users – eRegistry and ePublic 

– have their own databases to keep the information being entered into them before it is submitted 

to the Core Register for asynchronous processing. 

The Core Register has its own set of databases which capture the actual registered documents (i.e. 

the Register) as well as transactional and operational information and related documents. The light 

grey boxes on the left are third party products for directory services, rules engine, address 

validation, and point of sale which are essential supporting services. 

The external interfaces are provided by the Core Register and support document submission and 

identity verification services using web services. There are some other minor components such as 

AVS for checking addresses and the POS Client which runs on the Counter PC and connects to the 

POS Server.  

The Data Extracts System (DES) provides a range of paid data-oriented services to external users. 

DES use the Core Register for user management, payment services, and for the registry data itself. 

The Data Delivery Portal works in conjunction with DES to deliver extracted data to users. 
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Subsystem/Module Description 

CCIM UI The customer information and case management module (CCIM) 

allows the Registry Staff or external Customer Service Operators to 

interact with their customers and manage these interactions efficiently 

– outside of the rigorous rules of the Core Register. It is not intended 

to be a CRM – and could in fact connect to one if necessary. The 

benefit is that everything is in the one system – fully integrated. 

A customer is identified by their profile and may or may not have any 

other relationships or linkages. A customer profile must link a user or 

person record if it is known to be the same individual. This can be done 

both manually and automatically. 

Case refers to any assessment or enquiry being undertaken for a 

customer. Cases are only applicable to processes that fall outside of a 

normal BAU process and usually involve human decisions. In other 

words, core functions of the Registry like registrations, applications, 

amendments etc. are not a Case - they already contain all the 

information that they need and are effectively managing their domain 

specific cases. 

Core Register UI The user interface for working with Registrations to do notifications, 

registrations, applications, and to print certificates on plain paper. 

Includes the user interfaces needed to support sales functions, i.e. act 

as a POS. This is the rigorous “Register” part of the system and is 

tightly integrated.  

Admin UI The user interface for administering the system. There are different 

categories of admin functions include user management, secure paper 

tracking, reference data and much more. 

eAgent UI The user interface provided to external agencies to perform specific 

functions. While they could be given access to the Core Register UI 

this could cause usability issues, so an explicit simplified UI is 

provided. 

eRegistry UI The delivery of services online, which represents the Online Channels 

provided by the Registry. This is where the actual eBusiness services 

are provided, built on the functions provided by Core Registry. B2B 

provides service-based interfaces to stakeholders. 

eRegistry includes the user interface for the User & Stakeholder Portal 

(USP) which manages all the processes around registering registry 

staff and stakeholder users. This includes facilities for self-registration 

of stakeholders and their users with approval processing. 

ePublic UI The user interface for members of the public that provides access to 

various services including the ability to make an order which can 

consist of one or more applications for products. ePublic provides full 

access to all available services and includes family history. A user can 
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be registered with the system, so it can interact with them – or they can 

just work with a temporary guest account. 

eDES UI The user interface for the subscribers (stakeholder users) and BDM 

staff to the Data Extract services which allows registered users to 

extract data from the system under contracts which can require 

payment. Includes data delivery support. 

eAgent The app server for the eAgent functions which supports the user 

interface and interfaces to the Core Register Server. 

eRegistry The app server for the eRegistry functions which supports the user 

interface and interfaces to the Core Register Server. 

ePublic  The app server for the ePublic functions which supports the user 

interface and interfaces to the Core Register Server. 

Core Register Server The main application server which is known as “Core”. It supports all 

the registry functions including processing data, creating documents, 

and generating certificates. 

The interfaces provided by CRVSNOW for external systems to use are 

normally SOAP based to ensure integrity of the data model. The 

interfaces provided by external systems are typically SOAP based or 

RESTful web services. There is also support for file uploads. 

Search & Match High performance search using Solr/Lucene is used for most of the 

searches. There are also indexes on the Operational Datastore and 

the Registry Document Database to support specific operations. 

Matching uses the search capability to rank matches between records 

as perfect, partial or none. 

Core Register 

Databases 

The databases used by the system which includes a SQL database for 

operational data storage and the data warehouse and NoSQL 

database for registry documents. 

Image Repository The storage of images which are loaded into the system which includes 

Registry Images and Operational Images. The former are loaded as 

part of migration and the latter are mostly scans of documents. Images 

are stored in AWS S3. 

Directory The external directory which holds user information and provides 

authentication services. CRVSNOW itself provides explicit 

authorization of the functions a user can access. There are separate 

user trees for different types of users. 

POS Server The Point of Sale system is currently based on a commercial package 

which includes cash management, till reconciliation and interfaces to 

several devices required for a POS such EFTPOS card reader, cash 

drawer, bar code scanner, page scanner, cheque reader, and receipt. 

Suitable APIs are provided to allow the system to provide any user 
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interfaces that are needed.  EFTPOS integration exists for Australia 

and New Zealand. 

CRVSNOW also supports manual payment management which 

means you do not need the POS Server subsystem. This greatly 

simplifies the local IT infrastructure requirements. Looking to support 

EFTPOS devices directly through an API. 

Drools  The Drools rules engine which is used for business validation and 

control over automation. Rules can be added or modified using the 

Drools Workbench. 

AVS  The Address Verification Service which can use one of several 

products. This is run as a local service with the data updated regularly. 

Typically, only delivery addresses are validated. 

Email An SMTP mail server for outbound email and a MAPI mail server for 

inbound email. 

 

It is worth noting that there are several key technical services that are provided as a part of the Core 

Registry that are not shown on the diagram such as Security and Administration. 

3.3 Web Tier Components 

There are different types of users who require a different experience, i.e. staff, agents, stakeholders 

and the public. However, the same technical solution is used in all cases, namely a web-based 

interface. 

The primary user interface approach is client based and uses Angular. The UI runs within the 

browser which downloads the Angular package when it first connects. This approach is suited to 

custom user interfaces with a specific set of functions. It provides a high-performance UI tailored to 

suit the exact needs of the users. The Angular UI apps make use of RESTful services provided by 

the app servers. 

3.4 Application Tier Components 

The core or application layer provides all of services used by the web layer. It also handles all 

relevant business logic, security, auditing, and CRUD operations etc. The applications support 

several models that work together to provide the solution as shown in the diagram below. 
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Figure 5. High-Level System Architecture for CRVSNOW 

The main models are described in the table below: 

User & Stakeholder Model The users and stakeholders need to be registered and approved, 

and their permissions set appropriately. Stakeholders request 

registration, providing details of their key admin users. Once 

approved they manage their own users. Users can have different 

types of accounts which use different authentication methods. 

Submission Model Core checks everything that is submitted to it regardless of where 

it comes from. So, while ePublic and eRegistry check all data 

entered into them using their own set of rules, they must still 

submit data to Core which then runs its own rules. This allows 

Core to accept a non-complaint submission which can then be 

handled manually.  

Registry Item Model The Registry Item is the complete document that represents a 

notification, registration or application. The system keeps a history 

of all changes to registry items and an audit log of all accesses 

and changes. Registry Items have bi-directional links between 

each other and can hold related documents and file notes. 

Workflow Model When the automatic or straight through processing can’t complete 

the work at hand a task is raised to allow for human intervention. 

Tasks are assigned to queues which can be allocated to work 

teams. A user is a part of a team and would normally see all the 

tasks assigned to their team(s) and can pick the next one – they 

can’t pick and choose, but they can reassign a task. 

Product Model Products, and services, are all configurable in terms of 

descriptions, images, pricing, general ledgers codes and more. 

This allows the Registry complete control over the products and 

services it is selling and what it is charging for them. There is 

support for priority services and vouchers. 

Transaction Model Transactions are used to record payments which supports 

financial reconciliation. Products can be ordered using 
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applications which when paid created the transaction record which 

include information for the general ledger. 

 

3.5 Database Tier Components 

The database tier includes the servers that store and manage the data and support searches on 

that data.  

3.5.1 CRVSNOW Databases 

There are three distinct databases: Operational, Registry Documents, and Registry Data 

Warehouse. The Operational Datastore, or ODS, consists of the core transactional database for 

managing the system including user roles and privileges.  

The Registry Document Database (RDD) is a NoSQL database which is best suited to the inherently 

document centric nature of the data with many document types and complex data structures.  

 

 

Figure 6. Data Tier Architecture for CRVSNOW 

The Registry Date Warehouse, or RDW, uses its own instance of SQL Server as it has different 

operating characteristics and access to the ODS. It is maintained by the core server as updates are 

made to the registry documents. There is no direct connection between any of the databases. 

At present the RDD uses MongoDB, ODS and RDW both use Microsoft SQL Server, however, the 

option to run MySQL will be included to reduce running costs of some deployments.  

The images (as in files which includes documents and images) are stored in AWS S3 buckets with 

the ODS managing the metadata and the links to the files. The Image Repository is implemented 

as a standalone subsystem with a web service interface to the core system. 

3.5.2 Search 

The search facility uses Solr/Lucene to provide high speed searches of all the data in the system. 

In some cases, Solr/Lucene has enough data to fulfil the entire search request, i.e. it doesn’t need 

to lookup data in the RDD which makes for very fast searches. Solr/Lucene also provides the 

underlying capability for matching. The search indexes are kept up to date by the Core Register 

application which is responsible for all changes to the Core Register Databases. 
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3.5.3 Matching 

Matching is related to searching but is trying to find other documents that have the same key criteria 

as the source document. The principles of thresholds, weightage and total score to bring up the 

most relevant results with the number of records returned is controlled by field weightings and Partial 

/ Full Threshold configuration. Matches can be perfect (one unique match), perfect and partial (less 

than 100% match, full (many records with 100%), full and partial, partial and no match. In some 

cases, the results of the matching engine (which uses Solr) are re-rating by checking specific details 

of the records. 
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4 Deployment 

4.1 Hosting 

CRVNOW runs on AWS using a secure and resilient architecture which represents best AWS 

practice. The diagram below shows a high-level view of the major compute and network elements. 

There are also scaling groups and multiple availability zones which aren’t shown. Network access 

is strictly controlled through gateways and a DMZ. Servers are split in to web, app and data tiers 

each of which is a separate subnet with strict access control between each tier. 

 

Figure 7. Conceptual Hosting Architecture for CRVSNOW 

The reference deployment architecture below shows how a generic deployment configuration for 

CRVSNOW. It is not necessary to perform a detailed analysis of a jurisdictions requirements 

because a combination of the population size and transaction volume metrics (discussed in Section 

2.2), along with the well-understood needs of a CRVS system, is enough to produce a deployment 

architecture that works. 

A production system will have duplicated or clustered databases to provide a degree of high 

availability. There are three “lines” of servers, to allow for separation of different types of users from 

a load and security perspective, as well as the standard separation of the Web, application, and 

data tiers. The system uses a NoSQL (document centric) database to store the registry data, a 

Structured Query Language (SQL) database for operational data, and a data warehouse for 

reporting and analytics. There is also a separate search engine because searching and matching 

are critical functions of a CRVS system. There would also be common services such as directory, 

email, and print, that can run on an adjunct server. 
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Figure 8. Reference Deployment Architecture for CRVSNOW 

Only one zone is shown, and another set of servers would be needed to run in another zone for 

high availability. Lower cost options are possible for smaller countries but that would best be 

handled using shared SAAS hosting. 

This system would have interfaces with external systems, including payment gateways, but they 

have no effect on the servers needed—just the connections. Users are connected over the Internet, 

which is not shown because the user devices and connectivity, which are discussed separately from 

the core software system, handle the local-level infrastructure.  

4.2 Scaling 

Autoscaling of compute servers for the web and app tiers allows for minimal resources to be used 

most of the time and for additional servers to be automatically bought online when the load 

increases. Storage can be increased as needed and there are different types of storage available 

at different price points. There are several options for increasing database performance including 

moving to more powerful compute servers – which is the simplest. No CRVS deployment should 

need to use clustered databases for performance as there are high enough performance compute 

servers readily available. That said, MongoDB (the NoSQL database) supports sharding and replica 

sets to provide high availability and scalability. 
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4.3 SAAS 

The Software as a Service version of CRVSNOW offered by CRVS Solutions uses the architecture 

as described with each jurisdiction having its own instances of each database. This means that 

while compute and storage resources are shared the actual data for each jurisdiction is kept 

separate. There is simply no way to see all the data across jurisdictions and no way for data to be 

seen by the wrong jurisdiction. There are several shared services, but they are inherently stateless 

or readily support multiple jurisdictions such as directories. 

4.4 Support Levels and Availability 

Regardless of hosting options, the cost of ongoing support and hosting depends on support levels—

normally response guarantees and contractual availability of the system. Three levels of service are 

available.  

• Silver—a form of “best efforts” support, as is often available with in-house systems. There 

are support arrangements and agreements to use best efforts but no contractual 

guarantees. Availability of systems tends to be significantly better than 99 percent, and 

downtimes are normally short. This approach can work well in practice, with trusted teams 

and a partnership model. 

• Gold—an attempt to find the “sweet spot” in terms of what the hardware, software, and 

support teams working normally can naturally achieve. This results in availability of better 

than 99.5 percent and response times of less than one hour during core business hours. 

This normally costs at least double Silver support. 

• Platinum—a premium offering with at least 99.9 percent availability and sub-one-hour 

response times during extended business hours. This means that a proven high availability, 

or HA, solution needs to be in place with support people on call. This normally costs at least 

double Gold support. 

It is often thought that all systems need to be highly available, that all government systems are 

critical, but users can tolerate many government systems being unavailable for a few hours every 

few months without too much disruption. As more online services are made available to the public, 

the need for high levels of availability becomes more important, but people can often wait and try 

again later. 

What is often not appreciated is the cost of moving from 99 percent availability, to 99.5 percent, to 

99.8 percent, to 99.9 percent and beyond. Each of these steps approximately doubles support costs 

and adds significantly to development and deployment costs. The cloud can be cost effective in 

providing highly available options such as hot standbys and active/active configurations, but care 

needs to be exercised in not over specifying the nonfunctional requirements, remembering that the 

registry will not lose revenue—people still need to register and obtain certificates, even if there is a 

delay. 

Possibly the most important thing is not to lose data. The next thing to ensure is that the system 

can be restarted quickly. The cloud can easily and relatively inexpensively handle both, in which 

case a system failure has minimal consequences. 

What this means to customers is that while CRVSNOW is deployed to be reliable and resilient and 

not lose data, there are many aspects to providing support and delivering good availability to end 
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users. The CRVSNOW team can work with customers to define the support package that suits 

them. 
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5 System Characteristics 

The system characteristics provide a discussion about how the system is meeting its specific 

requirements as well as the overall goals of BDM.  

5.1 Non-Functionals 

The system has been designed to handle more throughput and volume than most single jurisdictions 

would need. The system can be configured to use scalable servers to support changing loads. 

Architecturally the system can handle at least an order of magnitude more throughput (storage 

volume is virtually unlimited) with the appropriate number of servers. The fact that the system will 

run in AWS has significant implications in the system’s ability to scale.  

The non-functional requirements that have the most impact on the system architecture are listed in 

the table below.  

Requirement Impact 

Performance The expectation is that the system is “performant” without any 

specific quantitative requirements. Given the deployed hardware 

and the nature of the system the performance in general is good but 

there are some areas that may need to be refined once they can be 

measured. However, some aspects of the system are inherently 

complex, and it could be as much a user interface issue as a 

performance issue, e.g. with processing complex CONs. 

Search Performance Governed by the choice of Solr/Lucene and the complexity of the 

searches. There are also no limits placed on search criteria which 

can lead to longer running queries which could in theory timeout. 

Capacity The system has no specific storage capacity issues with modern 

infrastructure. The system needs to be provisioned with enough 

headroom to support temporary files and copies. 

Scalability The application can horizontally scale by deploying multiple 

instances of the application servers in a load balanced environment 

- with session affinity for application servers. Each user facing 

application has its own application server to keep its load away from 

other user groups. The databases and search engine are each 

deployed as a single instance (albeit as master/slave) and are sized 

to provide the necessary performance. They can be scaled by 

increasing the hardware resources of the servers. Vision and Drools 

do not need scaling as they have low resource requirements. 

Availability There is a technical expectation that the system is highly available 

without necessarily being “HA”. This is largely an infrastructure and 

support issue as the architecture doesn’t force any single points of 

failure. Full HA versions can be provided. 
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Drools can run as a single instance since when each CRVSNOW 

Server starts up it caches the rules which means that any failure of 

the Drools server during normal operations has no impact on the 

users. 

Vision is under tight control by the CRVSNOW Application Server 

with the Vision POS Client only invoked when the CRVSNOW 

Server decides to – via the user’s browser. CRVSNOW would 

therefore know that the Vision Server is unavailable before a user 

would and can do something about it. 

This means that a single instance of Vision is enough as CRVSNOW 

can ensure that a Vision Server is always available. It takes less 

than 3 minutes to restart a Vision Server and in many years of use 

we have never seen one crash. 

Note: normal installations of CRVSNOW do not provide a POS and 

therefore do not need Vision.  

Concurrent usage Optimistic locking is employed. May want to further consider the 

business implications of two users attempting to modify the same 

record - which is a rare occurrence. The ability to separately edit 

some parts of the record is already provided. At present there is an 

error message to whoever came in second. 

User Interface All user interfaces are delivered through modern Web Browsers with 

design differences between Core staff services, eRegistry and 

ePublic (including Family History). A modern high-performance 

browser is essential to the performance of the user interface. Using 

Angular means that the browsers needs to perform an initial 

download of the runtime. It tends to be about 3Mbytes when gzipped 

but future work will break this into smaller pieces that are loaded as 

needed. 

The Angular UI apps use the RESTful services provided by the app 

services. This makes it possible for third parties to develop UI apps 

of their own – subject to agreement. 

Accessibility WCAG 2.0 for public facing web sites. For external stakeholders, 

and internal users these same restrictions apply, but is relaxed 

where functionality cannot be achieved in a fully accessible way. 

B2B Interfaces B2B interfaces use XML over Web Services, using standards such 

as WSI, WSDL, and securable by the WSI Basic Security Profile 

using token-based authentication. 

Security The system is designed to meet several specific security 

requirements, however, at its core it is a modern web-based system 

which when deployed and operated correctly is highly secure. The 

system has passed penetration testing. 
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Data Integrity The SQL and NoSQL databases ensure data integrity; however, the 

system is designed to have the application in control of the database 

and as such only essential database constraints are used. In other 

words, there is little protection in the database for anyone directly 

changing it. That said, since registry items are stored as documents 

in the NoSQL database they are complete within themselves. 

Audit Audit records capture information about events or actions relevant 

to the business and are kept in their own table. System logging is 

separate. 

Monitoring The managed hosting partner (if used) uses its standard tools (often 

Nagios) to monitor the infrastructure and Dynatrace (a high end 

APM product) is used to monitor the application. 

Supportability The system was designed to be supportable mainly through making 

use of standard products and approaches, i.e. avoiding having 

overly complicated software structures. That said, the system is 

complex because the BDM domain it manages is complex and 

considerable care needs to be taken when making changes. 

Error Handling Any error messages presented to a user must be clear, allowing 

user to resolve the issue if possible. However, the user shouldn’t be 

confused by unnecessary details and no technical information 

should be provided. Error messages are all configurable. 

POS Integration Specific software needs to be installed on any PC running as a POS 

to allow it to interface with hardware devices and to the POS Server. 

 

5.2 Desktop Environment 

Requirement Impact 

Windows 7/8/10 There are no functions that are dependent on a 

specific version of the operating system. The entire 

user experience is delivered via the browser. 

CertEditor is a Windows application which must be 

installed on the PC and requires .Net 4.5. It supports 

snipping of images and creation of Word documents. 

A Desktop Agent is available for integrating the 

browser app with the desktop for workstation 

identification and scanning integration. 

IE11 or later Applications require a browser with excellent 

JavaScript performance. Chrome and Firefox also 

work well but the system is verified for IE11 since that 

is a standard government SOE. Microsoft Edge also 

works and ongoing browser developments will be 

supported in due course. With IE11 now considered 
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to be a compatibility and Edge being replaced, the 

default recommended browser is now Chrome. 

Browser brand and lock down Browser versions are not the issue they used to be. 

Government agencies have mostly moved their 

SOE’s to IE11 so there are no intrinsic support 

issues. External users can safely use Chrome or 

Firefox but fully verified testing of these browsers is 

not performed. If any non-cosmetic defects are found 

they are fixed in due course.  

Microsoft Word 2007 or later Used for Certificate editing only (CertEditor).   

5.3 Server Platform  

The base product uses Linux or Windows servers, the App server is Tomcat, the search engine is 

Solr/Lucene and the databases are SQL Server 2014 (soon to be MySQL) and MongoDB 3.2.  

Requirement Impact 

Security Integration with Platform Security is an integral part of the architecture and 

design and makes use of the security facilities offered 

by the hosting center and directory services. 

Technology Platform The primary technology platform is based on the Java 

EE standards. 

Apache Tomcat 8 An excellent lightweight application server. 

SQL Server 2014 or MySQL Very standard use of the database with limited 

searching. Will be supporting MySQL to reduce runtime 

costs for the SAAS version. 

MongoDB 3.2 Holds all the registry documents. A number of indexes 

used to support specific operations. 

Solr/Lucene 6.1.0 Used extensively for searching and for matching.  

Jasper Reports Jasper Reports is used create PDF documents for 

reports. 

Mastersoft Harmony (HRA) The server version of Harmony Rapid Address is used 

for performance and availability reasons. Other 

address verification products can be used. 
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5.4 Scalability and Capacity 

The system can scale through using additional web servers and application servers. The data 

servers don’t need to scale since they can easily be provisioned to handle any conceivable load. 

That said, the database products support clustering and sharding which could be used if desired – 

possibly for cost reasons. 

The capacity of the system to store data is virtually unlimited and is a simple matter of provisioning 

the storage. The capacity of the system to handle more users is largely a function of having enough 

application server processing capacity. 

A default configuration of 3 application servers (nominally 2 CPU and 8G of RAM) would handle the 

likely load of a country of 5-10 million people, however, more are typically used for separation of 

processing and ease of management. These applications servers can be split across different user 

types to ensure performance and availability for each group. 

5.5 Backup and Disaster Recovery 

The databases would be backed up automatically and managed by the hosting support team. 

Copies of the server images (or the configuration in reality) will be maintained to use as needed. 

The capabilities within the cloud will be used to ensure that data isn’t lost. This includes use of 

database replication facilities and snapshots. 

Disaster Recovery is much less of an issue with the cloud than it was with dedicated data servers. 

Given that the system can be unavailable for several hours the option of manually recreating the 

system from server images and database backups exists, i.e. there is no need for hot standbys. 

That said it is only the data server that needs some form of high availability configuration to protect 

the entire system from single point failure since there can be multiple application servers and they 

can be started at any time. 

This means that the server images and database backups need to be available even if the primary 

data center is unavailable. In practice this means keeping a backup and replicating it across zones. 

The database technologies being used support clustered and/or distributed operations, so they 

could be used to provide a hot standby. This means having the necessary data servers running at 

the standby site. 

5.6 Data Purging 

The system keeps all data by design so there is no concept of data purging of registry data. 

However, there are a small number of operational datasets that can be removed from time to time. 

These include: 

• POS logs 

• System logs 

• Operational Images 

• ePublic and eRegistry local databases 
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The removal of these files is treated as a system administration function and occurs in consultation 

with customers. 

5.7 Reports and Extracts 

The generation and distribution of reports and extracts is supported by several mechanisms. 

Reports can be embedded within a user’s application, i.e. a named report is run by the system and 

the results shown to the user. Reports can also be run on a scheduled basis and the result sent to 

the appropriate person via email or DDP. The Quartz scheduler is used. 

A custom reporting capability is built into the system to reduce complexity and reliance on external 

systems and to ensure that the security model is adhered to. An JSON file is used to define most 

aspects of each report including data parameters, query, formatting, and scheduling. 

5.8 Data Migration  

While Data Migration is treated as an independent project and a separate system, the reality is that 

final “migration” part of the system must use CRVSNOW code. The technical solution has been 

defined to allow for this migration of data via the Core Register into the Core Register Database at 

high speed. 
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6 Product Roadmap 

The product roadmap for CRVSNOW has three key drivers:  

1. keeping the system up to date technically and ensuring it is bug free and performant 

2. making the most of the capabilities of AWS to optimize costs, manage support effort, and 

ensure high availability and reliability 

3. meeting the needs of customers especially through making the system more flexible and 

more configurable 

While this document is not the place to provide a detailed product roadmap, there are some key 

areas that will evolve or change in the short to medium term: 

• monitor the release cycles of all products used and consider what features they are offering 

and when they would be of value and should be used in the system 

• continue work to harden the system making it easier for business support people to deal 

with issues, as well as ensure system can auto-restart when needed to recover 

• look to make integrations with external systems as simple as possible and ideally largely 

configurable 

• expand the integrated reports included with the system and offer a range of pre-packaged 

dashboards, while recognizing that many reporting requirements can be met using external 

tools working on the data warehouse 

• improve the synchronization capabilities of the Field Service offering, while also improving 

its efficiency and ease of management and support 

• continue to look for ways to make the user interface more responsive over poor 

communications links including making it tolerant of short dropouts 

• provide higher level configuration user interfaces to simplify onboarding and ongoing 

configuration changes – this covers the use of policies, rules, products and users 

• provide built-in limited point of sale functionality so Vision isn’t needed – which means 

having interfaces to EFTPOS devices 


