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Frequently Asked Questions 
 

If CRVSNOW is not open-source, how can a community of developers contribute to ongoing 
development and innovation? 

Currently CRVSNOW is not an open source initiative. However, the source code for the ePublic module (which 
provides the forms functionality for citizens to access registry services such as purchasing a birth certificate) and the 
interface gateways are available to countries who wish to integrate CRVSNOW into their environments more tightly or 
want to interface to local systems themselves.  
 
There are many ways that we can work with the community that doesn't involve the risk of changing the core code of 
what is a complex system. We are committed to working with all jurisdictions to understand their specific 
requirements and where necessary add new features or provide tools for configuring or extending the system.  
 

If the source code is not open, countries will not have the  flexibility to customize their own 
implementation and this raises the risk of vendor lock-in. How does CRVSNOW minimize 
this risk? 

Flexibility and lock-in are very different things so let’s address each separately. 
 
The system is highly configurable to meet each jurisdiction’s requirements. This includes policies, rules, data, user 
interface controls, templates, data warehouse for reporting and more. Configuration includes localization and 
dynamic language support. The data warehouse is open and fully documented so you can build you own reports and 
extracts. 
 
CRVSNOW also supports an extensible platform architecture through Platform Extension Modules (PEM) and 
integrated applications. These allow the system to be extended in almost any conceivable way by providing base 
services and access to the data via APIs. Our partner program and PEM Kit will be launched in September 2019. This 
will allow developers to work with the CRVSNOW platform independently to extend CRVSNOW without impacting the 
core system. 
 
About lock-in, your data is always available and owned by you. A copy of all registry data can be kept on your local 
servers in-country and updated in real time by CRVSNOW (a data vault). This means that at any time you can move to 
another product or service to replace CRVSNOW without fear of losing access to your data.   
 
Also see our paper on How to Avoid Vendor Lock-in in the downloads section of the website. 
 

Who owns the data in CRVSNOW? 

Each country owns their data and Object cannot even see it unless specific permission is provided to investigate an 
issue. A copy of the data can also be maintained on in-country servers as a form of live backup. 
 
CRVSNOW has been designed from the ground up to be secure, using privacy by design principles and world’s best 
practice for separating software layers and restricting access. The data is held in encrypted databases which are 
behind firewalls which can only be accessed by specific application servers.  
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Supporting community-based approaches through interoperability and online/offline 
registration agents is key to the contexts of low-income countries where we work. Is the 
system designed for low resource settings? 

 CRVSNOW is a cloud-based system which means that the user only needs a low-level computer (or tablet) and a 
printer (if paper certificates are required). CRVSNOW looks after the rest, making it ideal for jurisdictions with 
resource limitations.  
 
CRVSNOW also has two offline options to handle the reality of the communications infrastructure in some countries 
as well as the need to work in remote areas and during disasters. 1) The Field System is a complete version of 
CRVSNOW loaded into a virtual machine and run on a laptop with intelligent synchronisation with the master system 
in the cloud. The benefit of the Field System is that the registry is available for searching and full registrations can be 
completed and certificates printed; 2) The eRegistry module can work offline to provide a simplified light weight app 
for remote communities to enter notifications such as Notification of Birth but it doesn’t have access to the registry 
database. These notification documents can then be sent to CRVSNOW in the cloud when a connection is available. 
  

Is it possible to standardize CRVS business processes? Don’t most countries require significant 
adaptation to local laws? 

In our experience working with many countries, states and territories, looking closely at their processes, forms and 
data requirements we see a very high degree of commonality. The users of the system can vary in some countries 
(e.g., community leaders entering notifications). Also, some countries separate the registering of births, deaths and 
marriage across different agencies. In some countries civil registration is handled by the Health department and in 
others by the Justice department. CRVSNOW being cloud based is not affected by this. CRVSNOW includes very strong 
support for roles and user management to ensure that there is a high degree of flexibility to support each country and 
any division of responsibility. CRVSNOW also includes several different user interfaces with varying levels of business 
rule enforcement. For example, hospitals will use eRegistry to notify births, but registry staff will use Core to register 
the birth and issue a birth certificate. 

 
There are some differences in the data collected and the format of addresses across countries, but the overall 
approach used is similar with CRVSNOW representing best practice.  

 
We are committed to handling the differences between jurisdictions as an integral part of CRVSNOW. Please send us 
with your most challenging requirements and we will get back to you on how we can handle it. 

  

Is there a risk of imposing solutions that work in developed countries on low income countries? 
Isn’t the best way to develop solutions with and for the people they are designed to serve? 

There is no notion of imposing anything on people that they don’t want, but that doesn’t mean they should be 
building their own system and learning everything the hard way. Let’s be under no illusion, developing software is 
expensive, time consuming and risky. And if you have your own version you also must maintain it! The Civil 
Registration problem domain is particularly complex because of the inherent variations caused by the lives of real 
people. This holds true for advanced economies and low-income countries. CRVSNOW is designed to record the life 
events of all people no matter where they live. 

 
We are aware of cultural and maturity differences across jurisdictions and have designed the system to handle them. 
A jurisdiction's use of CRVSNOW can grow over time as they become familiar with it and as their processes and 
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expectations mature. The specifics of the business processes used by any jurisdiction (who does what and when) are 
easily handled by CRVSNOW as is the data collection requirement using policies. Policies are high-level configuration 
settings in CRVSNOW e.g., “Capture details of Siblings in Birth Registration” is a check box policy setting which, when 
turned on, causes CRVSNOW to require the capture of sibling information (DoB, gender, name) during birth 
registration. This may not be required in some low-income countries who are transitioning from paper forms and 
book registers where the cost to add new fields was prohibitive. With CRVSNOW Policies, new fields can be collected, 
and data quality improved gradually at virtually no additional cost. 

 

Why doesn’t the system use a standard interoperability framework like in Health IT? 

CRVSNOW is architected as a highly secure and capable register at its core. Integration and interoperability are 
handled through sets of interfaces, data gateways and data extract systems. We have interfaces for a range of 
external systems that is expanding all the time.  

 
OpenHIE and similar standards are designed for integrating disparate best of breed systems that must work together 
to produce a business process. CRVSNOW provides the end-to-end life event registration process. The benefits of 
OpenHIE or similar in the Civil Registration context do not outweigh the up-front and ongoing maintenance costs. 

 

Given that CRVSNOW is not open source, what independent reviews have been conducted on 
the code? How do we know if it is secure? Can disadvantaged people use it (e.g., vision 
impaired persons)? 

1. An independent “code review” was conducted by Fujitsu Australia and they wrote a comprehensive report. 
Object provided the source code to Fujitsu to do this work under a special confidentiality agreement. We got 
an “A” overall mark in this report but with some issues to work on which are now resolved. With a code size of 
700,000+ lines the system is considered large. 

2. An independent “Penetration Test” was performed by BAE Systems. They performed all manner of tests to try 
and break into CRVSNOW both from a user interface and AWS infrastructure perspective. As a result of this 
testing we had to make some minor changes to the system to better protect it. The system is considered 
highly secure. Penetration testing will be conducted yearly. 

3. An accessibility analysis was conducted by Intopia Australia and all findings implemented. The system is WCAA 
2.1 Accessibility Compliance Level AA. 

 

Open source has advantages and disadvantages when it comes to these activities. Of course, Open Source means that 
activity #1 is easy, but any good non-opensource vendor will allow access to third parties for the purposes of code 
review.  If the code is open source then hackers can get an inside look at how to penetrate the system on the one 
hand, and on the other, it means that the “community” of developers supporting the open source can also plug the 
holes quickly. 

 

Commercial software (that is not open source) has the advantage of “security by obscurity”. What this means is that 
nobody knows how it works inside in detail (because they don’t have the source code) which means they have less 
clues to work with to penetrate it (and avoid detection).  On the other hand, there is no community of developers 
poring over the code looking for vulnerabilities and fixing them. 
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What offline options are available for use in remote areas with no internet access? 

CRVSNOW also has two offline options to handle the reality of the communications infrastructure in some countries 
as well as the need to work in remote areas and during disasters. 1) The Field System is a complete version of 
CRVSNOW loaded into a virtual machine and run on a laptop with intelligent synchronisation with the master system 
in the cloud. The benefit of the Field System is that the registry is available for searching and full registrations can be 
completed and certificates printed; 2) The eRegistry module can work offline to provide a simplified light weight app 
for remote communities to enter notifications such as Notification of Birth but it doesn’t have access to the registry 
database. These notification documents can then be sent to CRVSNOW in the cloud via any electronic means 
available. 

 

Can certificates be customised?  

CRVSNOW has a sophisticated and flexible template facility for the creation of certificates and correspondence. A user 
interface is provided to allow trained users (no development experience needed) to create and modify templates so 
that the format of certificates is completely under local control. 

 
Figure 2 below shows the template management menu items and Figure 2 the administration menu options with the 
template menu. There are four types of templates in CRVSNOW: 
 

1. Certificate Templates – defines the format for a certificate. Certificate templates are associated with a life 
event. There can be many different templates for the same life event e.g., commemoratives. 

 

Figure 1. Certificate Template Management user interface 

2. Correspondence templates – these define the format of letters, emails and SMS alerts which may be sent as 
events occur e.g., sending an email when an application is received at the registry. 

3. Document Templates – define the format of artefacts stored in the system that are not correspondence or 
certificates such as coroners’ reports, invoices. 

4. Overlay templates – used to define common branding across all documents e.g., watermarks, headers, 
footers, signature blocks. 
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Figure 2. Template management menu options in the Administration user interface 

 

What reporting features are available for generating statistics and is there any GIS capability? 

CRVSNOW has several reporting options including configurable built-in reports for operational, financial, and 
management reporting.  
 
A data warehouse is provided which can be used with external tools for analytics functions and graphical and GIS 
views. We recommend the use of AWS QuickSight which is a very low-cost option for analysing and viewing the data. 
 
The data warehouse is designed to allow authorised third parties to get data extracts and to perform matching against 
the registry.  For example, the electoral agency may wish to compare voters in an electorate with death notices for 
that same area. This subsystem supports the registration, application and payment (if required) processes and 
automates the secure delivery of data extracts.   
 

Do the notification forms conform to UN guidelines? 

The data models used for collecting data conform to UN guidelines and these are available on the relevant input 
forms. Configurable policies are used to control the level of detail that is required in each form. We are adding several 
UN non-mandatory fields now. These will be in the next release. 

 

You say CRVSNOW runs in the cloud, what other hosting options are there? 

Object is offering CRVSNOW as SAAS hosted in AWS and managed by Object with each country responsible for 
business and user management. This allows us to share costs and support staff across multiple countries and 
therefore lowers the costs to everyone. 
 
However, should you wish to have more direct control, you can run your own AWS accounts with Object providing 
update packages to you. This involves additional support costs as Object needs to work with your IT team, coordinate 
work and support them.  
 
Finally, a country can run their own version of CRVSNOW on their own servers in-country, but this would also entail 
significant additional support costs. Object does not recommend this approach. 

 

How is access provided to external stakeholders via eRegistry? 

The Registry registers each of the main stakeholders (hospitals, funeral directors) in the system with specific 
representatives who can then manage their own users. Individual stakeholders such as hospitals can register online 
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which triggers an approval process. You are always fully in control over who the stakeholders are and what rights they 
have.  
 
The process for onboarding a stakeholder is shown in Figure 3 below. 

Is mobile money a payment option? 

Not currently. Object have a payment gateway that interacts with payment providers such as banks, PayPal and credit 
card providers. Each country will require a specific gateway to connect to local banks and payment providers. Object 
has received requests from other countries for integration to mobile phone payment services, so this is a priority for 
us. 

 

What are the technical specifications for CRVSNOW? 

CRVSNOW is a modern system which uses a range of best of breed open source products such as Tomcat, MongoDB, 
and Solr. The application servers are written in Java and the user interfaces in Angular. A Technical Solution 
Architecture document is provided on our website which is an overview of the technical aspects of the system. 

 

Figure 3. User onboarding process 
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Can we customize CRVSNOW’s user interface to suit local context? 

Languages and locale settings are supported for each country. 
 

The user interfaces for the system use RESTful APIs to communicate with the application servers. The user interfaces 
are written in Angular which is very flexible about formatting and style which allows a considerable degree of control, 
but Object can provide the source code for specific forms which would allow you to make their own version. You could 
also integrate your own user interfaces into the API if desired. 

 

What interoperability is available for other databases? 

CRVSNOW integrates with several external systems through APIs – RESTful and SOAP. It can receive data from external 
systems (normally as submissions) and can send data to external systems to update or inform them. There are also 
reporting, and data export options specifically designed for providing data to external agencies and organisations in a 
timely and automated manner (e.g., immigration, health, education).  

 
Object will be adding an integration to DHIS2 in the near term so that birth data can be automatically sent to the 
health systems. 
 

What data migration options are available? 

Object have vast experience with migrating electronic data from existing systems including importing images of paper 
records. 

 
CRVSNOW supports index registrations which are indexes of images including the name and date of a registration. 
This makes them readily searchable in CRVSNOW. Once found, the image can be displayed, and the relevant part cut 
out and included in a certificate (e.g., a single entry from a page in a birth ledger book). Alternatively, the registration 
can be completed by entering all the other data. 
 
Data can be loaded from any external system which involves transforming it to match the CRVSNOW data model. 
During this process a considerable amount of data cleansing is also performed, but CRVSNOW can also store imperfect 
data. It also keeps a copy of the original data, so it can be always be referenced or even used later for a data update. 

 

Can marriage or birth certificates be made available to the public so anyone can see them? 

CRVSNOW defaults to keeping all data private and there are rules that can be defined to control who can apply for 
what. These rules vary across jurisdictions. There is a Family History Online facility which allows anyone to search for 
data that is in the public domain – which is normally determined by its age. For example, in New South Wales birth 
records become public after 100 years and in Victoria marriage records are public after 45 years. The system will 
automatically make publicly searchable records that fit the right criteria. Note: some records can be flagged as never 
to be made public e.g., records of public figures.  

 
Family History Online is a facility to allow persons on the internet to search for records and pay for copies of these 
records (e.g., ancestor certificates). This is a new revenue opportunity for the Registry. 
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Who is in control of the system? 

Given there are often multiple ministries/agencies involved in the CRVS domain there is sometimes the issue of which 
IT group is in control. With the SAAS option it is Object, who functions as the front-line IT group, and each agency 
would be given appropriate access to the system.  

 
We recommend a steering committee is formed to oversee how CRVSNOW is used and what access is provided to 
different people and to manage the relationship with Object. CRVSNOW has a very fine-grained role-based access 
system that allows users to only see what they need to and only perform the functions they are authorised for.  

 

Does CRVSNOW use Cause of Death (COD) WHO guidelines? 

CRVSNOW has a sophisticated COD capability which supports the collection of necessary information from different 
parties with specific support for coroners. The system supports structured ways of recording the various disease or 
conditions, and their duration, that ultimately result in the death. These diseases or conditions may be Direct, 
Antecedent, Maternal or Other and match WHO principles. Object is in the process of investigating the specific 
mapping with WHO guidelines which can be supported by hierarchies of data to simplify the coding of the cause of 
death in CRVSNOW. 
 

 


