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Introduction  

CRVSNOW is a new and exciting service which allows jurisdictions all around the 
world to have a best of breed Civil Registration and Vital Statistics solution without 
the need to do any software development or product deployment. 

CRVSNOW provides 
a complete solution 
for any Civil Registry 
– of any size, no 
matter how big or 
small. 

CRVSNOW follows 
UN guidelines for 
the management of 
civil registrations 
and the compilation 
and distribution of 
vital statistics. 

CRVSNOW is provided as Software as a Service – or SaaS. It runs as a Virtual Private 
Cloud (VPC) in the AWS cloud to ensure high levels of availability and security1.  

This document is intended to allow a jurisdiction to determine the level of 
compliance of CRVSNOW with their ICT standards and guidelines and accepted 
best practice. 

SaaS in the Cloud 

 SaaS means that CRVS Solutions provides a complete system – a jurisdiction 
simply needs an Internet connection and a device running a modern browser. 
CRVSNOW consists of a Regional Master Server running on multiple AWS 
Availability Zones in the Asia Pacific (Sydney) Region. Each jurisdiction can host a 

Payment Gateway if necessary for 
connection to local banks and a 
Local Server option is available for 
failsafe access to data. A tablet 
application allowing applications 
to be entered, the registry to be 
searched and certificates 
produced is available for offline 
operation e.g., in remote areas or 
after a natural disaster. 

                                                   
1 Larger customers can also have their own separate cloud-based instances of the system 
and specific support arrangements. 
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CRVSNOW supports multiple jurisdictions on a single set of environments in a 
secure and robust manner. All jurisdictions will share the same servers and 
application code; however, each jurisdiction will have separate database instances.  

The AWS instances are based in Sydney, Australia. Australia is generally recognized 
as an excellent place to host cloud applications due its strong regulation and high 
levels of government and regulatory integrity. Identity is managed through 
integrated directory services which support the integration of external identity 
services using LDAP and SAML.  

This design ensures each jurisdiction’s data is truly secure and separate, while also 
ensuring that operating costs are kept to a minimum. 

Every Jurisdiction is Different 

Every jurisdiction is different and by their very nature CR systems are about the 
edge cases – the complex parts of life and society that must be handled even if 
they “break the rules”. This is not the normal IT approach so CRVSNOW was 
developed with a core model that handles all the common elements but that can 
also handle the edge cases. The areas that are special for a jurisdiction can 
normally be handled through configuration and managed extensions.  CRVS 
Solutions calls these System Behavior Policies (SBPs). SBPs group lower-level 
configuration items together (e.g., the inclusion of derived UN fields in birth 
registration, or change the way a life event works e.g., allow same-sex marriage. 

To meet the varying needs of each jurisdiction the following lower level 
configuration items are managed with SBPs: 

• Form Field Names • Payments 
• Form Tooltips • Printing 
• Validation Rules • Matching Thresholds 
• Compliance Rules • Products 
• Attachment Rules • Document Templates 
• Auto Action Rules • User Roles 
• Workgroups • Reference Data 
• Reports • System Parameters 
• Language • Life Events supported 

There is also the ability to add custom fields to registered items so that jurisdiction 
specific data can be captured. This data can be reported on and used by 
document templates just like any other data. 

A set of web services for data submission and identity, or credential checking, is 
provided and there is scope for some changes as needed to suit the specific needs 
of each jurisdiction. 

Various payments options such as PayPal, credit cards, cash, checks, money orders 
and bank deposit are supported along with integration with finance systems. This 
includes integration with a local payment provider. 
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In the end, the system can be tailored to support specific jurisdictional needs – we 
understand that everyone is a bit different – but the core remains the same. We 
are constantly working to make these differences a configurable part of the 
system to remove the need for custom components.  

 

Data Models 

CRVSNOW has a sophisticated and very rich data model which has been mapped 
to the UN standards for CRVS systems. CRVSNOW is committed to fully 
supporting all relevant standards and common interfaces. The intention is to not 
customize the data structure for each jurisdiction but rather to provide a superset 
data model that can be used by all jurisdictions. This can mean extending the data 
model in a way that doesn’t break anything for existing customers. Each 
jurisdiction can ignore fields or records it doesn’t need to use. SBPs allow one 
system to support all jurisdictions.  

Names and addresses are one area where jurisdictions can have their own 
requirements. Policies allows support for different personal name conventions – 
with first name, other names, last name being the default, but with the ability to 
handle different conventions and orders. The default for addresses is street address 
line 1, line 2, suburb/town, province/state, country with others possible such as line 
1, village, district, and province or What3Words. SBPs also allow for direct support 
for the organizational structure of the country – which often equates to the 
address structure but can be different, e.g. local government authority, state or 
village, district, province, region or town, island etc. 

The product includes the ability to add user definable data to the registry records. 
There are limitations and the intention is to allow additional local data to be readily 
recorded. This information can be checked by rules and included in documents 
and reports.  
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Multi-Language Support 

CRVSNOW, like all modern systems, includes wide-ranging support for 
internationalization and localization. This covers support not just for multiple 
languages, but also for cultural differences and conventions for variations such as 
paper size, phone numbers, currency formatting and measurement systems.  

CRVSNOW provides a workable support for local languages and cultures purely 
through configuration. However, to provide a system that is completely 
indistinguishable from a locally developed product requires additional work with 
the jurisdiction and local resources.  

There is a feature on the product roadmap to directly include support for multiple 
languages within the product, i.e. a user can switch between languages on the fly. 
This feature will be added as soon as itis needed, 

CRVSNOW performs an initial translation with the help of Google Translate and 
then works with local ICT consultants and customer staff to finalize the translation. 
Supporting documentation and training material would be translated as needed.  

Offline Functionality  

CRVSNOW provides a limited amount of offline functionality. A tablet device can 
be used to take applications (e.g., birth registration), search the registry and 
produce certificates when offline. Later, when the tablet is connected to the 
CRVSNOW server, it submits the forms and updates history (e.g., certificate 
number printed). There is no need for any form of data synchronization. This 
simple solution allows field personnel to work without Internet connectivity (e.g., in 
the case of a natural disaster). 

The product roadmap includes support for CRVSNOW Field System which allows a 
complete version of the system to be securely loaded onto a laptop (using virtual 
machine technology) for use where no communications are available.  A Smart 
Sync capability is used to ensure that the relevant data on the laptop is up to date. 
This system can be provided on request.  

This means that agency staff could travel to remote destinations and record 
applications and registrations – while checking the database – without an Internet 
connection. When they return to the office they can resync with CRVSNOW. 

Usability & Performance 

CRVSNOW has been designed to be highly responsive and easy to use. It has 
separate user interface applications for different classes of users: staff, 
administrators, stakeholders and the public. The user interface is written in 
Angular which runs on the client browser to ensure quick response and minimal 
network traffic, and the complex registry data is held in a NoSQL database 
(MongoDB) for very high performance.  
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The user interfaces have been certified to conform to the Web content 
accessibility guidelines2. 

Data Migration 

There are many aspects to moving to a new system: data migration, users and 
roles, templates, data definitions, validation rules etc. Of these the major issues in 
quickly onboarding a jurisdiction to CRVSNOW is the existing registry data – both 
the detail of the fields used, and the need to migrate or load existing data into 
CRVSNOW. 

Larger jurisdictions may require a significant data migration project. Sometimes 
the existing data is of poor quality and has incomplete or ambiguous data 
definitions. While a full data migration project is always available to any 
jurisdiction, it is very important to manage the costs for smaller jurisdictions. 

The good news is that instead of negotiating the data migration mapping and 
transformation rules from scratch, we can use our experience and many existing 
tools to quickly load the existing data into CRVSNOW. Jurisdiction staff can then 
review the data using CRVSNOW to determine if any mappings or transformations 
need fine tuning. CRVSNOW provides a data quality rating to help staff identify 
likely problem areas. 

The data loading process keeps a copy of the original record so there is never any 
loss of data. If there is a transformation issue (that couldn’t be handled 
automatically) it can be resolved either manually or with some new tools later. 

An Identity Scrambler tool is available to de-identity production data, so it can be 
used safely outside the jurisdiction’s control for testing. 

Integration and API Management 

CRVSNOW has integrations with external systems ranging from hospitals and 
coroners, to identity services and banks. There are also interfaces to a Point of Sale 
system and the registry’s own printers. 

The system provides services for lodging information via direct system integration 
such as NOB, DRS, MN, MCCD, and COD. This allows stakeholders such as 
hospitals, funeral directors, coroners, and marriage celebrants to use their own 
systems and have data electronically submitted. These services are implemented 
as SOAP based Web Services due to the data integrity requirements and 
contractual nature. 

The system uses services to verify identity and qualifications. This allows 
automation of registration of stakeholders. In Australia these services include DVS 
(a service for checking the validity of passports, drivers licenses etc.), AHPRA (a 

                                                   
2 CRVSNOW is WCAG 2.1 (AA) compatible – the highest standard. 
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service to check the registrations of medical professionals), and IDMatrix (a service 
to check proof of identity of citizens). Jurisdiction-specific implementations can be 
provided if equivalent services are available.  

An integration with Westpac (Australian Bank) is provided for online credit card 
and bank payments. A jurisdiction specific integration will be used to a bank 
operating locally to avoid exchange charges. PayPal is also supported. 

An interface is provided for an external printing company to use so the printing of 
commemorative certificates can be outsourced. This ensures a high-quality 
product and ensures that agency staff aren’t side tracked by what could be 
peripheral work.  Commemorative certificates generate additional revenue to 
offset the costs of running the Registry. 

Address validation is handled through an interface to an external service. 
CRVSNOW currently supports Experian QAS and Mastersoft Harmony – which 
have international support.  

CRVSNOW can readily be extended to interface with other management 
information systems. The existing set of web services provide a solid base for such 
integrations and the system will be enhanced in a generic way to reduce ongoing 
integration  
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System Elements 

The main system elements are shown in the diagram below. The fundamental 
approach is that the services (processing elements) are shared across all 
jurisdictions but data is held in separate databases for each jurisdiction. 

 

A user accesses their jurisdiction using a specific URL which is validated using the 
LDAP based User Directory which has separate branches for each jurisdiction (but 
is one service). This sets the user’s context which is used by the App Servers to 
switch to the correct data instances. There are separate S3 Buckets and Mail 
folders for each jurisdiction.  This design means it is impossible for a user to access 
another jurisdiction’s data and is a common design for many SaaS providers.  
There is no “super user” app server-available logon that can access all databases. 

CRVSNOW provides a common set of base roles which are used to set the specific 
user roles used by each jurisdiction. These base roles are very low level and are 
effectively an integral part of the system in the same manner as the data schema. 
Jurisdictions can add their own user roles based on the base roles.  This allows 
CRVSNOW to scale from small teams with only a few employees performing 
broader roles to large Registry teams with narrow specialization. 
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Data Gateway 

Data services between jurisdictions and between agencies within a jurisdiction are 
strictly managed according to Data Sharing Agreements. Each organizational 
entity that can share data is registered with the system as a partner with a defined 
contract and associated data and service controls. 

The Data Gateway can securely deliver data to partners using files extracted from 
the system in the Data Provisioning System. Alternatively, they can use APIs for 
real time services to provide data or make queries. Many delivery options are 
available from file transfers to data pickup portals to web service integration. 

This approach dramatically reduces the overheads of managing relationships with 
other agencies and jurisdictions to the point where it is configurable based on 
policies and agreements.   

Hardware Requirements 

Since CRVSNOW runs in the cloud there is no need for the jurisdiction to provide 
any servers or storage. And since CRVSNOW uses a web browser for its user 
interface there are few constraints on user devices. In fact, any device that can run 
a modern browser will work. A device will typically have 1 GByte of RAM or more 
and 50 Mbytes of available storage. A minimum of 1024 x 768 pixels for the display 
is recommended, although higher resolutions work better for more complex 
screens. The user interfaces are responsive, so they adjust to size of the screen. 

Any modern printer which is supported by Linux or Windows will enable printing 
of certificates.   

Platform & Products 

The underlying platform is based on Java with SQL Server used for the operational 
database and the data warehouse, and MongoDB used for the registered 
document database, i.e. the life event notifications, registrations, and applications. 

Platform Integrated Products Technology Stack 
Java 8 Runtime Drools Rules Engine 6.5 Angular 
SQL Server 2014 SE Experian QAS/Mastersoft Harmony Spring 
MongoDB 3.2 Jasper Reports Hibernate ORM 
Solr/Lucene 6.3.0 Westpac QuickStream/Web & WIBS Quartz 
Apache Tomcat 8 Vision BeanStore POS  
Apache HTTP CUP Print Server  

 

CRVSNOW uses the following AWS services: EC2, S3, EFS, Simple AD, RDS, SQS, 
SNS, CloudFront, and Route 53. It also uses Sophos UTM for security monitoring, 
and Dynatrace for application performance monitoring.  
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Data Security & Privacy 

ICT is concerned with security and privacy of their ICT systems, with special focus 
on cloud-based systems. This section covers the common issues raised in 
government cloud policy and procurement guidelines to help everyone appreciate 
that a modern well designed and well managed cloud solution is the best option 
for protecting and securing the data. The NZ 105 set of questions3 has been used as 
the basis of this section. 

CRVS Solutions have a code of conduct for employees who work with sensitive 
data which spells out how they must protect the confidentiality of customer data, 
report any possible breaches, and defines the penalties that can accrue. That said, 
staff don’t have access to the data under normal circumstances. 

Value, Criticality and Sensitivity of Information 

The jurisdiction always remains the owner of the information, and it cannot be 
used for any other purpose. A CR includes personal and very private information, 
along with information that is nominally in the public domain, very strict controls 
are used throughout CRVSNOW to protect the data. 

All users have very specific and limited access to the system with permissions 
controllable down to a channel, life event, document, mode (view, create, edit), and 
action (add file note, submit etc.) level. 

CRVSNOW meets the relevant privacy acts used within Australia and will be 
certified to meet specific jurisdictions Acts as needed. 

Given the criticality of registry data and the need to keep it in perpetuity the 
system has extensive data retention and disaster recovery facilities. It makes use of 
the capabilities offered within the cloud to ensure that data is never lost once 
submitted and acknowledged. For instance, there is a data haven feature which 
allows new and updated registry information to be sent securely to an 
independent trusted storage location to protect against unforeseeable events. 

CRVSNOW is configured as a Highly Available, or HA, system which means that 
there is no single point of failure and the runs 24x7. For convenience and cost 
efficiency there are small scheduled maintenance windows that may occur from 
time to time. CRVSNOW runs across multiple independent availability zones (AWS 
speak for discrete data centers – with three in Sydney), with a full backup program 
including snapshots of databases and storage volumes. 

The availability of the system is at least 99.5% with a disaster recovery time of 4 to 8 
hours with no data loss during normal failure scenarios.  

                                                   
3 Using the NZ Cloud Computing 
Information Security and 
Privacy Considerations document as a base. 



 

 

   
 

12 

   

Data Ownership 

At all times, the jurisdiction owns the data and CRVS Solutions has no rights 
whatsoever over the data. 

The jurisdiction grants CRVS Solutions the right to host and process the data only. 
CRVS Solutions are the data custodians who are accountable for the technical 
control of the data. CRVS Solutions also has a key role in supporting data 
stewardship - the accountability for the business controls, data content and 
metadata management related to a set of data assets. The jurisdiction is 
responsible for the policies that define how the data is used.  

Data Sovereignty 

All data is held in regional AWS data centers – which in the case of the Australia 
Pacific region is the AWS Asia Pacific (Sydney) Region. All interactions with the 
data are encrypted and the data itself is encrypted wherever it is stored. This 
addresses data sovereignty concerns by keeping the data within the region and 
subject to a trusted legal framework. 

Privacy 

The privacy protections in place are very strong and CRVS Solutions can only 
disclose information to any other party, including government agencies, in 
response to a valid court order. The jurisdiction would be informed of any court 
order -if possible before any data is handed over. 

CRVS Solutions and any of its support partners have clearly defined privacy policies 
in place as well as following data breach notification guidelines. The system itself 
strictly manages all data access with full audit of any action in the system. There is 
no such thing as general administrator access to data and support people can only 
see the system operations information they need to perform their functions. 

CRVS Solutions cannot access the data in CRVSNOW during normal operation. 
There is provision for the customer to grant temporary access to the data for 
investigation or debugging purposes which can only be used when allowed and 
from specified computers using two-factor authentication.   

Cyber Resilience 

Cyber resilience is a measure of how well an organization can operate its business 
during a data breach or cyber attack. The first line of defense for CRVSNOW is AWS 
itself, which has extensive security resources and monitoring in place. The next line 
is the architecture and design of the CRVSNOW system which has security and 
protection from attack as a key principle. This is augmented by CRVSNOW 
following guidelines such as the NIST Cybersecurity Framework to reduce the 
threat opportunity for the system and to allow fast recovery from attacks. 
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CRVSNOW security is audited on a regular basis and as an AWS partner, 
CRVSNOW is constantly working to ensure that the system architecture and 
implementation are the best they can be. 

Terms of Service 

The CRVSNOW contract defines the Terms of Service and SLAs and how the 
service protects the confidentiality, integrity and availability of official information 
and the privacy of all personally identifiable information. CRVS Solutions uses 
accredited AWS support partners for 24x7 monitoring and first line support of the 
system. These partners cannot see private data without specific authorization, e.g. 
to analyze a specific database issue.  

Compliance 

A jurisdiction can perform its own audit of the implementation and management 
of the system and the data it contains. CRVS Solutions engages third parties to 
perform any vulnerability scans and penetration testing on a regular basis and 
relevant reports are be provided to all customers. Potential customers can see the 
results of any audits or assessments of the system. 

Authentication and Access Control 

CRVSNOW includes a very fine-grained user authentication and access 
authorization capability based on multiple levels of definable roles. User 
management is proactive to ensure that users only have the permissions they 
need to do their jobs and no more. User accounts are removed or updated when 
employment status changes. Tools are provided to assist jurisdictions in 
management of their user accounts. Network level access controls can be put in 
place if desired to limit access to the Core system to user’s working on specific 
networks, i.e. from their place of work only. Access can also be limited to specific 
roles for a given period on a given day to support and control part time staff or 
those who need to shift roles temporarily. Reports are available to support auditing 
of user access permissions.  

Multi-Tenancy 

CRVSNOW keeps each jurisdiction’s data in its own database instances completely 
independent of all other jurisdictions. The only way to access the data is to be 
authenticated as an accredited jurisdictional user. There is no master access to all 
data. The only way data can be transferred between jurisdictions is through the 
Data Gateway subsystem. The Data Gateway requires specific agreements and 
authorizations to allow data extracts to be transferred between jurisdictions – just 
as if they were separate systems, only a lot faster and simpler. 
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Environments & Infrastructure 

CRVSNOW uses hardened operating environments and ensures that they are kept 
up to date. Network level access between system elements is strictly controlled. 
CRVS Solutions and its support partners manage all patching the environments. 

Sophos Unified Threat Management (UTM) is a host-based security appliance, 
tightly integrated with AWS for seamless protection and compliance. It provides 
network protection, email protection, web server protection, and endpoint 
protection. IP whitelists are configured on UTM and AWS Shield is used to protect 
against DDOS attacks. Perimeter security is maintained through the advanced 
threat protection appliance from Sophos. 

All data communications outside of the system are encrypted. All registry data (as 
distinct from non-sensitive operational data) is encrypted. Keys are managed by 
CRVS Solutions in association with the jurisdiction. 

Insider Threat 

All staff involved in the management and support of the system are vetted to 
ensure they don’t present a security threat and must pass Australian police checks. 
All their activities are logged and continually reviewed.   

Building Premises Security 

AWS Data Centers have very strong physical security and strict management of 
access. No production data is held at CRVS Solutions’ offices, but security 
procedures are in place to ensure the development machines are malware free 
and correctly patched to avoid any possible compromise to the system. 

Data Persistence/Transition Out 

If a jurisdiction wishes to terminate its contract with CRVS Solutions, the data can 
be provided in formats suitable for loading onto other systems. If necessary, all 
data pertaining to a jurisdiction will be deleted since each jurisdiction has its own 
database instances.  

Data Integrity 

CRVSNOW databases have failsafe implementations (master/server or clustered) 
as well as daily backups and regular change snapshots. Restoration requires 4 
hours’ notice unless it is a part of a major failure.  
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Network Availability and Performance 

CRVSNOW can be accessed using a modern browser from anywhere. The nature 
of the technologies used (including the client-based UI) means that the system is 
very tolerant of lower speed links and latency. For connection from within an 
agency there needs to be enough bandwidth available for all users – but this is 
modest by modern standards. For instance, the UI is functional over a 56kbps 
connection with a latency of 300ms. 

A VPN connection can be used between agency networks and AWS. This provides 
additional control over failover, security and quality of service. 

Business Continuity and Disaster Recovery 

CRVSNOW provides business continuity and disaster recovery which takes 
advantage of the cloud features AWS has, such as availability zones, highly reliable 
storage, snapshots, and backups. These plans cover the complete service and the 
data – understanding how critical the data is to a BDM Registry. Of course, the 
jurisdiction’s agencies will need their own plans to cover their staff, browsers, 
connectivity, and printers. 

Data is replicated to a different availability zone to that of the primary data server. 
Backups are performed on a regular schedule with the data stored across a 
minimum of three geographically separate availability zones within the region. A 
restore test is conducted every month and all backups are encrypted.  

CRVS Solutions’ support is not tied to its Sydney office and can be conducted by 
staff from any location. In the event of a disaster in Sydney which make CRVS 
Solutions’ office inaccessible, relevant staff members would support the system 
remotely. 

Incident Response and Management  

CRVS Solutions provides a complete incident response and management solution 
as part of the service. This includes detailed processes for reporting, assessing, and 
acting on incidents, as well as training for agency staff. The expectation is that the 
department will have an existing help desk facility which can be integrated with 
the incident response system. 

Conclusion 

CRVSNOW is an enterprise class service built from the ground up to support the 
specific and demanding needs of a BDM Registry. The product and technology are 
used by Australia’s two largest jurisdictions: NSW and Victoria. CRVSNOW has 
been built to run in the cloud to provide high levels of security, availability and 
performance while minimizing total cost of ownership. 
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This document has shown how CRVSNOW meets or exceeds government ICT 
requirements for major systems, however, by necessity many details have been left 
out. Please contact CRVS Solutions if you have any questions or concerns, or simply 
email support@CRVSNOW.com. 

 

 

 


