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What is Vendor Lock-In? 

Vendor lock-in is a negative view that the adoption of a commercial product or solution 
shackles the customer to that solution and the vendor forever, with no viable way out. 

Vendor lock-in is an old term coined in the early days of IT when there weren’t many 
open standards. Data was stored in proprietary formats and communications protocols 
were owned by the vendors. Choosing which vendor to go with meant it was impossible 
to change underlying technologies without changing everything. Moreover, vendors 
used this to force customers into expensive upgrades. 

Open standards for data and system interoperability 
have levelled the playing field and have allowed the 
modern vendor to concentrate on their domain 
expertise and best practice rather than developing 
the technology building blocks now covered by 
standards. Open source products, such as databases, 
web servers and search libraries have gone a long 
way to boost standards use and provide the essential 
software building blocks for most contemporary commercial off the shelf software 
(COTS). 

Open source solutions require you to stand up a technical team and then maintain that 
technical team over the lifetime of the system (or engage a vendor to do it for you). This is 
a serious risk for any country and potentially insurmountable for small or low-income 
countries - especially in the CRVS space.  

 

Be careful you don’t 
lock yourself out of 
the best solution, in 

an effort to avoid 
vendor lock-in. 
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How to Avoid Vendor Lock-in  

How do you avoid vendor lock-in but gain access to the best commercial solutions 
available in the market (which often utilize open source products anyway)? Good 
commercial solutions come with great support and a large installed base that’s investing 
in the product’s features from which you will ultimately benefit.  
 
Civil Registration is the continuous, accurate recording of vital life events in perpetuity. 
There cannot be any disruption to the service or loss of access to the data. This heightens 
the need for countries to avoid so-called vendor lock-in. So, what really is vendor lock-in? 
Diving into the detail, we hear a common set of challenges.  

What if we don’t pay the bill? 

Priorities change over time. Funds may be slow to become available or disrupted 
through external events such as disasters, or simply re-directed due to political priorities.  

This challenge can be divided into several categories: 

1. Not paying for infrastructure (e.g., cloud provider). 
2. Not paying the vendor for support. 
3. Not paying the Software as a Service (SaaS) subscription. 

The effect and mitigation for each of these varies.  

Infrastructure 
If you don’t pay the cloud provider then you will lose access to your system. If this is likely 
to occur then perhaps you should host the system in your own data center, however, this 
represents a significant initial and ongoing cost that dwarfs the cost of paying the cloud 
provider.  

Vendor Support 
If the system is stable, this is probably the least concerning. Mostly the system will 
continue to operate without vendor support for some time, but changes required due to 
legislation may not be able to be implemented.  

SaaS 
With SaaS you are paying a single vendor one fee for the system, the cloud hosting and 
support and upgrades. Similar to infrastructure, you may lose access to the system if you 
don’t pay. However, there is likely to be a longer lead time between invoices (e.g., 1 year), 
so mitigation for late payments could be arranged with the vendor to avoid the service 
being cut off. 

Possible Solution 
The best solution is to ensure that you can pay the vendor(s) on time. However, if you are 
concerned about long term funding you could capitalize, say, 5 years of fees as part of the 
implementation project. Isolate these funds into some form of trust account which is 
administered by an independent entity (e.g., a trusted lawyer). Then implement a three-
way agreement that covers authorization processes and terms for the release of the 
funds over the duration of the agreement. 
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What if the vendor increases their costs unreasonably (“gouging”)? 

There have been cases where the vendor has increased the cost of making modifications 
to the system or increasing support fees unreasonably. A vendor who behaves in this way 
is not a good vendor and you are unlikely to be the only customer they’ve treated this 
way. Always do your due diligence on any vendor, including visiting their customers face-
to-face and discussing this exact issue with persons who are familiar with the 
administration of the contract. If the prospective vendor is not willing to allow this sort of 
access to their customers, it’s time to move on. 

First and foremost, all fees and charges should be identified in the contract including 
which fees are not to be included (e.g., legal fees). This can be addressed in several ways: 

1. Agree on contract rates up front for the duration of the contract. Rates should be 
agreed for all types of roles / skills. You should also consider negotiating a blended 
rate (one rate for all roles) especially if you won’t be managing the technical 
resources yourself. 

2. Specify that all fees and charges must not exceed CPI and can only increase once 
per year. 

3. Specify a “Change Request Process” in the contract: 
a. State exactly how changes are quoted, assessed and agreed and over what 

time frames these must occur. 
b. Reserve the right to have a quotation independently assessed.  
c. Have a “must work” clause that forces the vendor to start work on a change 

even if the amount it not agreed (e.g., while the Change Request Process is 
occurring). This has the effect of ensuring you can always get the change 
done in a timely manner (e.g., a change in response to a change in 
legislation or regulation) and gives you additional leverage over the process. 

What if the vendor is providing poor service? 

Vendors can provide poor service for a number of reasons: 

1. They have insufficient resources to service their contractual commitments. 
2. You, the customer, aren’t investing in the solution as a whole. 
3. Matters outside the vendor’s control are making it difficult to support. 
4. The software has too many bugs or is unstable. 
5. You’re difficult to work with or you aren’t following their advice. 

Implementing the system and going live is just the beginning. Ensure you have a 
pipeline of investment in the solution to keep the system up-to-date and integrated with 
other systems. For example, the initial phase may be to implement the core system for 
internal staff, then a project to let external stakeholders use the system and then finally 
the public. A program of work ensures that you can fund the capacity required to keep 
the vendor involved and provides funding for your own resources. 
 
Always take the vendor’s advice when it comes to the infrastructure environment you will 
run the system in. Vendors will often provide options, so you will need to understand 
what these are and the costs and benefits of each option. SaaS solutions make this area a 
great deal easier because the infrastructure is handled for you. 
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Don’t go live with more bugs than the vendor has the capacity to fix during the warranty 
period. Sometimes there will be pressure to go-live to achieve a date. CRVS is unique in 
this space because it is the recording of life events in perpetuity and the production of 
certificates that will be used widely for identification and so forth. Errors due to bugs are 
highly visible and can be damaging to the reputation of the Registry. Make sure you 
implement a mature product so that someone else has done the hard yards debugging 
it! 
 
Generally speaking, vendors want to do the right thing by their customers because their 
customers are their references. Don’t be too quick to assume the vendor is at fault! Often 
vendors can see when their customers are making mistakes and try to advise for or 
against a course of action but due to the power relationship, “the customer is always 
right”, they won’t push it too hard. Listen to their advice, they’ve seen other customers do 
it right, and wrong, so they are often in a good position to advise you. 
 
From a contractual perspective 

• Ensure there are pre-defined Service Levels based on urgency and impact not just 
a technical priority1. 

• Negotiate penalties for failure to achieve service levels. To do this fairly you must 
have good reporting tools. You could also include incentives to the vendor if they 
exceed service levels. 

• Implement a shared issue tracking system with the vendor (e.g., JIRA) as well as 
your own problem management system. It is essential that you and the vendor 
are comparing apples with apples. 

What if we want to leave?  

It’s always possible that the relationship with the vendor ends. There could be many 
reasons: 

• The product becomes legacy (not being enhanced, dependent on out-of-date 
technology) 

• The product no longer aligns with your strategic direction 
• The contract term has expired, and you want to go out to tender again to see what 

the market has to offer 
• The relationship with the vendor has broken down 

Whatever the reason you must ensure that the contract specifies what happens when 
the contract is terminated, or it expires. The term used is “Transition out” and most good 
contracts have detailed sections on the rights and obligations of each party in the event 
of a termination or the end of the contract term. Transition Out clauses usually contain 
these sections: 
 

• Development of a Transition Out Plan 
• Maintenance of the Transition Out Plan 
• Obligations on Termination or Expiry. 

Transition Out needs to specify time frames and scope e.g.,  
 

…the provision by the Contractor (and its subcontractors) of all reasonable 
assistance to the Customer for the orderly transfer of the Services, functions and 

                                                   
1 https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority 

https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority
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operations under this Contract to an alternative service provider or to the 
Customer itself for a minimum of 3 months prior to the date of termination or 
expiration of the Contract… 

 

 

What if the vendor fails (e.g., liquidation or administration)? 

The possibility that the vendor encounters financial problems which lead to 
administration or liquidation is a very real concern and you should ensure you are fully 
protected: 

• Ensure that the contract termination clauses trigger upon the vendor entering 
administration (not liquidation). 

• Have a mitigation plan for Transition Out bearing in mind the vendor has failed 
and is unlikely to have the resources to meet its commitments to Transition Out. 
For example, ensure the contract allows you to hire the vendor’s staff in the event 
of business failure. 

• Have the source code covered by a three-way agreement with an Escrow Agent. 
This way you can gain access to the source code and continue to maintain the 
system yourself or with another vendor. 

 

 

We want to build our own capacity to be independent and not locked into a vendor. 

What is meant by “independent”? You should consider the benefits of being completely 
independent (that is, not covered by the other solutions to vendor lock-in described 
elsewhere in this document) against the costs and risk. 
 
The CRVS domain is extremely complicated. It is a large enterprise system that has the 
same complexity whether you have a population of 10,000 or 10,000,000. Every country 
must track births deaths and marriages in a similar way. Why then, should each country 
be required to have the deep programming expertise and understanding of the inner 
workings of a CRVS system? You don’t have it for your email system or your accounting 
system, so why is CRVS any different? 
 

IMPORTANT 
Often after the contract is signed and in the hubbub of implementation, the Transition 
Out plan is forgotten about. Make sure you remind the vendor that you can’t go live 
without it! 

IMPORTANT 
Make sure source code is lodged with the escrow agent frequently (i.e., each release). 
The escrow agent will charge fees for each lodgment so make sure you have budgeted 
for this. The vendor needs to prove that the source code they have lodged is the same 
as the source code used to build the production system and contains all the necessary 
scripts and dependencies. Consider independent verification of the source code. 
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If your plan for capacity building is be completely independent then you must be 
prepared to stand up a significant technical team, including project management, 
business analysts, testers and of course developers. This is only the beginning! You will 
need devops, a solution architect, a release manager and so on. Do not underestimate 
the number of specialist skills required to do it properly.  
 
If you obtain the source code and start modifying it then you will also need to maintain it. 
No vendor will provide the source code for you to modify and simultaneously agree to a 
fixed price support contract to support the code you’ve modified. Once you have a 
custom system, you’re effectively on your own with your own unique system and there 
will be less opportunity to leverage the investment made by other countries. 
 

 
Figure 1. Capacity building levels 

Figure 1 shows the matrix of skills required for the typical CRVS enterprise system hosted 
in the cloud. The most basic level skills are Level 1 to complete independence at Level 7. 
You should consider what level of skills is useful in the wider context of your other 
government enterprise systems and considering your budget for specialist skills.  
 
A plan for capacity building could be: 

• Level’s 1-2 in year 1 
• Level 3-5 in year 2-4 depending on budget and desire 
• Levels 6 and 7 are optional and should be carefully considered in conjunction with 

a wider government strategy of deep capacity building skills. 
• Governance should always be performed by you in conjunction with the vendor 

across levels 1-6. 
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We believe that you should focus your capacity building 
around administering, running and monitoring the CRVS 
system in the same way as you would any other 
enterprise system (levels 1-5). You should focus capacity 
building around the skills that will be easier to maintain 
and are widely useful for your country because they can 
be applied to other domains and enterprise systems. 
 
Having said that, a Capacity Building Plan can be negotiated with the right vendor that 
provides for access to the source code over a period during which you can acquire the 
skills necessary for independence. A plan may have a duration of 5 years and include 
gates which require you to build specific skill sets, eventually leading to access to the 
source code and total independence (if that is even desired). Once you can 
independently make changes to a high standard, the vendor relationship would change 
from supplier to a partner and may even include sharing the resulting intellectual 
property. 

Who owns my data? 

It is important that you always maintain ownership of the data. There have been cases 
where a country has lost ownership of their data by outsourcing digitization of paper 
records or agreeing to a contract without clauses covering data ownership. In the former 
the data was used for purposes not intended and the latter the country was unable to 
move to another system without re-registering the population. 

Firstly, always make sure there are data privacy, ownership and access clauses in the 
contract. You maintain control of, and access to, the data at all times. Ensure there is a 
mechanism to provide access to the data by the vendor for support purposes only, and 
only for a brief period (e.g., a time-locked key). This will allow the vendor to support your 
production system, but only when you provide temporary access. 

You should also ensure you have a Data Vault that contains your data as it is created in a 
machine-readable open standard such as JSON. The Data Vault should be stored on a 
separate server from the CRVS system (e.g., a local government data center or another 
cloud instance). Having an independent copy of your data, and having access to the 
production data, means you can engage a new vendor to analyze and/or migrate the 
data into their system. This will greatly help in determining the level of change required 
and the costs associated with moving vendors. 

Be realistic about what skills 
you can build in-house and 
whether they are broadly 

useful across several 
enterprise applications 
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Other recommendations 

Use your own contract, but make sure it is balanced and reasonable! If it is, and the 
vendor won’t agree to use it as the starting point for negotiations, then this is a red flag.  

Specify that the contract is by the laws of your jurisdiction unless there is a significant 
benefit in using the vendor’s laws (e.g., consumer protection, privacy/security). However, 
be prepared for push back on this if your laws are weak at protecting intellectual property 
rights. 

All contracts should include Payment Milestones which determine when the vendor is 
paid, and what criteria applies for each payment. Payment terms need to be fair and 
ensure the vendor’s costs are covered at all times. Don’t be tempted to back-load the 
contract (larger payments at the end) otherwise the vendor may sacrifice quality in order 
to meet timeframes. You also need to ensure you have the resources and skills to 
determine whether the vendor has passed a milestone. For example, if a milestone is the 
delivery of a report, you will need to have the subject matter experts available to review 
the report and provide feedback in a timely manner so that the vendor is paid. 
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Summary 

The best way to avoid vendor lock-in is to be realistic about why you are concerned about 
vendor lock-in and then work on mitigation strategies such as those described in this 
document. Engage with the vendor and air your concerns. How they react to your 
concerns will tell you a lot about how they will act in any relationship. Always check the 
vendor’s references. 

A good vendor will agree to your terms, provided they are fair and reasonable. Choose a 
vendor that will work with you to build appropriate skills so that you can be as 
independent as you want to be. But be aware that full independence requires a 
significant investment in specialist skills over a very long timeframe. The development of 
deep domain expertise may not be useful in other areas of government and may leave 
you with a unique system and high support costs.  

Be careful that your drive to avoid vendor lock-in doesn’t end up locking you out of a 
good commercial off-the-shelf system (COTS). 

 


